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Section 2. Instructions to Consultant

LETTER OF INVITATION
Tender Title: Consultancy Services to Perform a Feasibility Study on Implementing
SIEM Tools and Establishing a Security Operations Center (SOC) for Rwanda
Airports Company (RAC)

Letter of Invitation no. 031/C/2025-2026/NCB/RAC
Source of fund: RAC Ordinary Budget

Rwanda Airports Company (RAC) (hereinafter called “’Client”) has set aside funds towards
the cost for Consultancy Services to Perform a Feasibility Study on Implementing SIEM
Tools and Establishing a Security Operations Center (SOC) for Rwanda Airports

Company (RAC)

Rwanda Airports Company intends to apply some funds to eligible payments under the contract
for which this Request for Proposals is issued.

The cost for the RFP is Six Thousand Seven hundred (Frw 6,700) Rwandan francs or its
equivalency in a freely convertible currency to be deposited at Bank of Kigali on the Account N°
00040-06948300-35 (RWF) or its equivalency on account Number 00040-06948301-36 for USD
(SWIFT CODE: BKIGRWRW) open in the name of Rwanda Airports Company. The request for
proposal can be downloaded on the Rwanda Airports Company (RAC) website: www.rac.co.Iw
and attach proof of its payment in the bid.

All bids shall be accompanied by original proposals Security of One million Rwandan Francs
(Frw1,300,000) from either a bank or an insurance company operating in Rwanda, valid for 30
days after the bid validity period. Any bid security issued by a foreign bank shall have a
corresponding bank operating in Rwanda for easy enforcement

A Consultant will be selected under a QCBS, and procedures described in this RFP, by the
Rwanda Airports Company procurement manual.

Well-printed technical and financial proposals, properly bound and presented in three copies one
of which is the original must be delivered to the Rwanda Airports Company (RAC) information
desk at Kigali International Airport/terminal building ground Floor not later than the 14 April
2026 at 10:00 Am local time. Late bids will be rejected and returned unopened. All bids will
be addressed to Rwanda Airports Company (RAC) procurement office failure to which RAC
shall bear no responsibility for loss or misplacement of any proposal. ‘

Technical proposals will be opened in the presence of consultants or their representatives who
choose to attend on the same day at 10:30 Am local time. More details on the services are
provided in the Terms of Reference provided in this RFP. The Outer envelope should clearly
indicate the tender number and title.

Inquiries regarding this tender may be addressed to the Managing Director of Rwanda Airports
Company, 1171 Kigali-Rwanda, Tel: (+250) 252585555; or by writing to Email: info@rac.co.aw,
copy to ikamarade(@rac.co.rw; frugema@rac.co.rw.
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The RFP includes the following documents:

Section 1 - Letter of Invitation
Section 2 - Instructions to Consultants (including Data Sheet)
Section 3 - Technical Proposal - Standard Forms

Section 4 - Financial Proposal - Standard Forms
Section 5 - Terms of Reference
Section 6 - Standard Forms of Contract

Bidding will be conducted in accordance with Rwanda Airports Company procurement manual
revised May 2025.
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Section 2. Instructions to Consultants

Definitions

(a) “Client/” means RAC

(b) “Consultant” means any entity or person that may provide or provides the Services to RAC under
the Contract.

(c) “Contract” means the agreement between the RAC and the successful bidder.

(d) “Data Sheet” means such part of the Instructions to Consultants used to reflect specific country and
assignment conditions.

(¢) “Day” means calendar day including holidays unless provided otherwise.
(f) “Government” means the Government of the Republic of Rwanda.

(g) “Instructions to Consultants” (Section 2 of the RFP) means the document, which provides short listed
Consultants with all information needed to prepare their Propo sals.

(h) “LOI” (Section 1 of the RFP) means the Letter of Invitation being sent by RAC to the short listed
Consultants.

(i) “Personnel” means professionals and support staff provided by the Consultant or by any Sub-
Consultant and assigned to perform the Services or any part thereof: “Foreign Personnel” means such
professionals and support staff who at the time of being so provided had their domicile outside the
Government’s country; “Local Personnel” means such professionals and support staff who at the
time of being so provided had their domicile inside the Government’s country.

(j) “Proposal” means the Technical Proposal and the Financial Proposal.

(k) “RFP” means the Request for Proposal to be prepared by RAC for the selection of Consultants, based
on the Standard Request for Proposals.

(1) “SRFP” means the Standard Request for Proposals, which must be used by RAC as a guide for the
preparation of the RFP.

(m)“Services” means the work to be performed by the Consultant pursuant to the Contract.

(n) “Sub-Consultant” means any person or entity with whom the Consultant subcontracts any part of the
Services.

(0) “Terms of Reference” (TOR) means the document included in the RFP as Section 5 which explains
the objectives, scope of work, activities, tasks to be performed, respective responsibilities of the RAC
and the Consultant, and expected results and deliverables of the assi

A AIR
(%)
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1.1.

1.2.

1.3.

1.4.

1.5.

1.6.

1.6.1

1. Introduction
RAC named in the Data Sheet will select a consulting Consultant/organization (the Consultant) from
those listed in the Letter of Invitation, in accordance with the method of selection specified in the

Data Sheet.

The short-listed Consultants are invited to submit a Technical Proposal and a Financial Proposal, or
a Technical Proposal only, as specified in the Data Sheet, for consulting services required for the
assignment named in the Data Sheet. The Proposal will be the basis for contract negotiations and
ultimately for a signed Contract with the selected Consultant.

Consultants should familiarize themselves with local conditions and take them into account in
preparing their Proposals. To obtain first-hand information on the assignment and local conditions,
Consultants are encouraged to visit RAC before submitting a proposal and to attend a pre-proposal
conference if one is specified in the Data Sheet. Attending the pre-proposal conference is optional.
Consultants should contact the Client’s representative named in the Data Sheet to arrange for their
visit or to obtain additional information on the pre-proposal conference. Consultants should ensure
that these officials are advised of the visit in adequate time to allow them to make appropriate
arrangements.

RAC will timely provide at no cost to the Consultants the inputs and facilities specified in the Data
Sheet, assist the Consultant in obtaining licenses and permits needed to carry out the services, and
make available relevant project data and reports.

Consultants shall bear all costs associated with the preparation and submission of their proposals
and contract negotiation. RAC is not bound to accept any proposal, and reserves the right to annul
the selection process at any time prior to Contract award, without thereby incurring any liability to
the Consultants.

Conflict of Interest

Rwanda Airports Company procurement policy requires that Consultants provide professional,
objective, and impartial advice and at all times hold the Client’s interest’s paramount, strictly avoid
conflicts with other assignments or their own corporate interests, act without any consideration for
future work and in accordance with the Rwanda airports procurement manual on public.

Without limitation on the generality of the foregoing, Consultants, and any of their affiliates, shall
be considered to have a conflict of interest and shall not be recruited, under any of the circumstances
set forth below:

Conflicting activities

A Consultant that has been engaged by RAC to provide goods, works or services other than
consulting services for a project, and any of its affiliates, shall be disqualified from providing
consulting services related to those goods, works or services. Conversely, a Consultant hired to
provide consulting services for the preparation or implementation of a project, and any of its
affiliates, shall be disqualified from subsequently providing goods or works or services other than
consulting services resulting from or directly related to the Consultant’s consulting services for
such preparation or implementation. For the purpose of this paragraph, services other than
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iii)

1.6.2

1.6.3

1.6.4

consulting services are defined as those leading to a measurable physical output, for example
surveys, exploratory drilling, aerial photography, and satellite imagery.

Conflicting assignments

A Consultant (including its Personnel and Sub-Consultants) or any of its affiliates shall not be
hired for any assignment that, by its nature, may be in conflict with another assignment of the
Consultant to be executed for the same or for another Client. For example, a Consultant hired to
prepare engineering design for an infrastructure project shall not be engaged to prepare an
independent environmental assessment for the same project, and a Consultant assisting RAC in the
privatization of public assets shall not purchase, nor advise purchasers of, such assets. Similarly, a
Consultant hired to prepare Terms of Reference for an assignment should not be hired for the
assignment in question.

Conflicting relationships

A Consultant (including its Personnel and Sub-Consultants) that has a business or family
relationship with a member of the Client’s staff who is directly or indirectly involved in any part
of (i) the preparation of the Terms of Reference of the assignment, (ii) the selection process for
such assignment, or (iii) supervision of the Contract, shall not be awarded a Contract.

Consultants have an obligation to disclose any situation of actual or potential conflict that impacts
their capacity to serve the best interest of their Client, or that may reasonably be perceived as having
this effect. Failure to disclose said situations may lead to the disqualification of the Consultant or
the termination of its Contract.

No current employees of RAC shall work as Consultants in government ministries, departments or
agencies. Recruiting former government employees of RAC to work for their former ministries,
departments or agencies is acceptable provided no conflict of interest exists.

Unfair Advantage

If a short-listed Consultant could derive a competitive advantage from having provided consulting
services related to the assignment in question, RAC shall make available to all short-listed
Consultants together with this RFP all information that would in that respect give such Consultant
any competitive advantage over competing Consultants.

Fraud and Corruption

1.7 Rwanda Airports Company procurement policy require that all RAC itself, as well as Consultants
participating in RAC procurement proceedings adhere to the highest ethical standards, both during the
selection process and throughout the execution of a contract. In pursuance of this policy, the Rwanda
airports company procurement manuals:

(a)

defines, for the purpose of this paragraph, the terms set forth below as follows:

@) “corrupt practice” means offering, giving, receiving, or soliciting, directly or
indirectly, of anything of value to influence a civil servant or Government entity
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(i) “fraudulent practices” means any act or omission, including a misrepresentation, that knowingly
or recklessly misleads or attempts to mislead a civil servant to obtain a financial or other benefit
or to avoid an obligation

(iii)  “collusive practices” means means arrangement between two or more parties designed
to achieve an improper purpose, including influencing another party or the civil servant
(iv) “coercive practices” means any act intending to harm or threaten to harm directly or indirectly
persons, their works or their property to influence their participation in the procurement process
or affect its performance

(v) “Obstructive practices” means destroying, falsifying, altering or concealing of evidence

material to the investigation or making false statements to investigators deliberately in order

to materially impede investigations into allegations of a corrupt, coercive or collusive practice:

and/or threatening, harassing or intimidating any party to prevent him/her from disclosing

his/her knowledge of matters relevant to the investigation or from pursuing the investigations.

(b)  require rejection of a proposal for award if it is determined that the Consultant recommended for

award has, directly or through an agent, engaged in corrupt, fraudulent, collusive or coercive
practices in competing for the contract in question;

(c) require sanctions to a Consultant, including declaring the Consultant ineligible, either indefinitely
or for a stated period of time, to be awarded any contract if at any time it is determined that the
Consultant has, directly through an agent, engaged in corrupt, fraudulent, collusive or coercive
practices in competing for, or in executing a contract; and

(d) gives the right to require that, a provision be included requiring Consultants to permit the RAC
to inspect their accounts and records and other documents relating to the submission of proposals
and contract performance, and have them audited by auditors appointed by client.

1.8 Consultants, their Sub-Consultants, and their associates shall not be under a declaration of ineligibility
for corrupt and fraudulent practices in accordance with the above para. 1.7.

1.9 Consultants shall furnish information on commissions and gratuities, if any, paid or to be paid to agents
relating to this proposal and during execution of the assignment if the Consultant is awarded the
Contract, as requested in the Financial Proposal submission form (Section 4).

Single Proposal

1.10 Short-listed Consultants may only submit one proposal. If a Consultant submits or participates in more
than one proposal, such proposals shall be disqualified. However, this does not limit the participation
of the same Sub-Consultant, including individual experts, to more than one proposal.

Proposal Validity

1.11 The Data Sheet indicates how long Consultants’ Proposals must remain valid after the submission date.
During this period, Consultants shall maintain the availability of Professional staff nominated in the
Proposal. RAC will make its best effort to complete negotiations within this period. Should the need
arise, however, RAC may request Consultants to extend the validity period of their proposals.
Consultants who agree to such extension shall certify that they maintain the availability of the
Professional staff nominated in the Proposal, or in their confirmation of extension of validity of the
Proposal, Consultants could submit new staff in replacement, who would be considered in the final
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evaluation for contract award. Consultants who do not agree have the right to refuse to extend the
validity of their Proposals.

2. Clarification and Amendment of RFP Documents

2.1.Consultants may request a clarification of any of the RFP documents up to the number of days

indicated in the Data Sheet before the proposal submission date. Any request for clarification must
be sent in writing, or by standard electronic means to the Client’s address indicated in the Data Sheet.
RAC will respond in writing, or by standard electronic means and will send written copies of the
response (including an explanation of the query but without identifying the source of inquiry) to all
Consultants. Should RAC deem it necessary to amend the RFP as a result of a clarification, it shall
do so following the procedure under para. 2.2.

2.2. At any time before the submission of Proposals, the RAC may amend the RFP by issuing an

3.1.

e N

33

addendum in writing or by standard electronic means. The addendum shall be sent to all Consultants
and will be binding on them. Consultants shall acknowledge receipt of all amendments. To give
Consultants reasonable time in which to take an amendment into account in their Proposals RAC
may, if the amendment is substantial, extend the deadline for the submission of Proposals.

3. Preparation of Proposals

The Proposal (see para. 1.2), as well as all related correspondence exchanged by the Consultants and
the Client, shall be written in the language (s) specified in the Data Sheet.

In preparing their Proposal, Consultants are expected to examine in detail the documents comprising
the RFP. Material deficiencies in providing the information requested may result in rejection of a
Proposal.

While preparing the Technical Proposal, Consultants must give particular attention to the following:

(2) If a short-listed Consultant considers that it may enhance its expertise for the assignment by
associating with other Consultants in a joint venture or sub-consultancy, it may associate with
either (a) non-short-listed Consultant(s), or (b) short-listed Consultants if so indicated in the Data
Sheet. In case of association with non-short-listed Consultant(s), the short-listed Consultant shall
act as association leader. In case of a joint venture, all partners shall be jointly and severally
liable and shall indicate who will act as the leader of the joint venture.

(b) The estimated number of Professional staff-months or the budget for executing the assignment
shall be shown in the Data Sheet, but not both. However, the Proposal shall be based on the
number of Professional staff-months or budget estimated by the Consultants.

For ﬁxed-budgef—based assignments, the available budget is given in the Data Sheet, and the
Financial Proposal shall not exceed this budget, while the estimated number of Professional staff-
months shall not be disclosed.

(c) Alternative professional staff shall not be proposed, and only one curriculum vitae (CV) may be
submitted for each position.

Language
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(d) Documents to be issued by the Consultants as part of this assignment must be in the language(s)

specified in the Reference Paragraph 3.1 of the Data Sheet. If Reference Paragraph 3.1 indicates
two languages, the language in which the proposal of the successful Consultant will be submitted
shall govern for the purpose of interpretation. It is desirable that the Consultant’s Personnel have
a working knowledge of the Client’s national language.

Technical Proposal Format and Content

3.4. Depending on the nature of the assignment, Consultants are required to submit a Full Technical
Proposal (FTP), or a Simplified Technical Proposal (STP). The Data Sheet indicates the format of
the Technical Proposal to be submitted. Submission of the wrong type of Technical Proposal will
result in the Proposal being deemed non-responsive. The Technical Proposal shall provide the
information indicated in the following paragraphs from (a) to (g) using the attached Standard Forms
(Section 3). Paragraph (c) (ii) indicates the recommended number of pages for the description of the
approach, methodology and work plan of the STP. A page is considered to be one printed side of A4
or letter size paper.

(a) (i) For the FTP only: a brief description of the Consultants’ organization and an outline of recent
experience of the Consultants and, in the case of joint venture, for each partner, on assignments of
a similar nature is required in Form TECH-2 of Section 3. For each assignment, the outline should
indicate the names of Sub-Consultants/ Professional staff who participated, duration of the
assignment, contract amount, and Consultant’s involvement. Information should be provided only
for those assignments for which the Consultant was legally contracted by RAC as a corporation or
as one of the major Consultants within a joint venture. Assignments completed by individual
Professional staff working privately or through other consulting Consultants cannot be claimed as
the experience of the Consultant, or that of the Consultant’s associates, but can be claimed by the
Professional staff themselves in their CVs. Consultants should be prepared to substantiate the
claimed experience if so requested by the Client.

(i)

®) @
(i)
© @

For the STP the above information is not required and Form TECH-2 of Section 3 shall not be
used.

For the FTP only: comments and suggestions on the Terms of Reference including workable
suggestions that could improve the quality/ effectiveness of the assignment; and on requirements for
counterpart staff and facilities including: administrative support, office space, local transportation,
equipment, data, etc. to be provided by RAC (Form TECH-3 of Section 3).

For the STP Form TECH-3 of Section 3 shall not be used; the above comments and suggestions,
if any, should be incorporated into the description of the approach and methodology (refer to
following sub-para. 3.4 (c) (ii)).

For the FTP, and STP: a description of the approach, methodology and work plan for performing
the assignment covering the following subjects: technical approach and methodology, work
plan, and organization and staffing schedule. Guidance on the content of this section of the
Technical Proposals is provided under Form TECH-4 of Section 3. The work plan should be
consistent with the Work Schedule (Form TECH-8 of Section 3) which will show in the form
of a bar chart the timing proposed for each activity.
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(ii) For the STP only: the description of the approach, methodology and work plan should normally
consist of about 10 pages, including charts, diagrams, and comments and suggestions, if any, on
Terms of Reference and counterpart staff and facilities.

(d) The list of the proposed Professional staff team by area of expertise, the position that would be
assigned to each staff team member, and their tasks (Form TECH-5 of Section 3).

(e) Estimates of the staff input (staff-months of foreign and local professionals) needed to carry out
the assignment (Form TECH-7 of Section 3). The staff-months input should be indicated
separately for home office and field activities, and for foreign and local Professional staff.

® CVs of the Professional staff signed by the staff themselves or by the authorized representative
of the Professional Staff (Form TECH-6 of Section 3).

(2) For the FTP only: a detailed description of the proposed methodology and staffing for training, if
the Data Sheet specifies training as a specific component of the assignment.

3.5. The Technical Proposal shall not include any financial information. A Technical Proposal containing
financial information may be declared non-responsive.

Financial Proposals

3.6. The Financial Proposal shall be prepared using the attached Standard Forms (Section 4). It shall list
all costs associated with the assignment, including (a) remuneration for staff (foreign and local, in the
field and at the Consultants’ home office), and (b) reimbursable expenses indicated in the Data Sheet.
If appropriate, these costs should be broken down by activity and, if appropriate, into foreign and local
expenditures. All activities and items described in the Technical Proposal must be priced separately;
activities and items described in the Technical Proposal but not priced, shall be assumed to be included
in the prices of other activities or items. '

Taxes

3.7. The Consultant may be subject to local taxes (such as: value added or sales tax, social charges or
income taxes on non-resident Foreign Personnel, duties, fees, levies or withholding tax etc) on
amounts payable by the RAC under the Contract. RAC will state in the Data Sheet if the Consultant

is subject to payment of any local taxes.

3.8. Consultants may express the price of their services in a maximum of three freely convertible currencies,
singly or in combination. RAC may require Consultants to state the portion of their price representing
local cost in the national currency if so indicated in the Data Sheet.

3.9 Commissions and gratuities, if any, paid or to be paid by Consultants and related to the assignment
will be listed in the Financial Proposal Form FIN-1 of Section 4.
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4.1

4.2

43

4.4

4.5

4.6

4. Submission, Receipt, and Opening of Proposals

The original proposal (Technical Proposal and, if required, Financial Proposal; see para. 1.2) shall
contain no interlineations or overwriting, except as necessary to correct errors made by the
Consultants themselves. The person who signed the proposal must initial such corrections.
Submission letters for both Technical and Financial Proposals should respectively be in the format
of TECH-1 of Section 3, and FIN-1 of Section 4.

An authorized representative of the Consultants shall initial all pages of the original Technical and
Financial Proposals. The authorization shall be in the form of a written power of attorney
accompanying the Proposal or in any other form demonstrating that the representative has been dully
authorized to sign. The signed Technical and Financial Proposals shall be marked “ORIGINAL”.

The Technical Proposal shall be marked “ORIGINAL” or “CoPY” as appropriate. The Technical

" Proposals shall be sent to the addresses referred to in para. 4.5 and in the number of copies indicated

in the Data Sheet. All required copies of the Technical Proposal are to be made from the original. If
there are discrepancies between the original and the copies of the Technical Proposal, the original
governs.

The original and all copies of the Technical Proposal shall be placed in a sealed envelope clearly
marked “TECHNICAL PROPOSAL” Similarly, the original Financial Proposal (if required under the
selection method indicated in the Data Sheet) shall be placed in a sealed envelope clearly marked
“FINANCIAL PROPOSAL” followed by the number and the name of the assignment, and with a warning
“Do Not OPEN WITH THE TECHNICAL PROPOSAL.” The envelopes containing the Technical and
Financial Proposals shall be placed into an outer envelope and sealed. This outer envelope shall bear
the submission address, reference number and title of the Loan, and be clearly marked “Do NoOT
OPEN, EXCEPT IN PUBLIC”. RAC shall not be responsible for misplacement, losing or premature
opening if the outer envelope is not sealed and/or marked as stipulated. This circumstance may be
case for Proposal rejection. If the Financial Proposal is not submitted in a separate sealed envelope
duly marked as indicated above, this will constitute grounds for declaring the Proposal non-
responsive.

The Proposals must be sent to the address/addresses indicated in the Data Sheet and received by
RAC no later than the time and the date indicated in the Data Sheet, or any extension to this date in
accordance with para. 2.2. Any proposal received by RAC after the deadline for submission shall be

returned unopened.

RAC shall open the Technical Proposal immediately after the deadline for their submission. The
envelopes with the Financial Proposal shall remain sealed and securely stored.
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5.1

5.2

5.3

5. Proposal Evaluation

From the time the Proposals are opened to the time the Contract is awarded, the Consultants should
not contact RAC on any matter related to its Technical and/or Financial Proposal. Any effort by
Consultants to influence RAC in the examination, evaluation, ranking of Proposals, and
recommendation for award of Contract may result in the rejection of the Consultants’ Proposal.

Evaluators of Technical Proposals shall have no access to the Financial Proposals until the technical
evaluation is concluded.

Evaluation of Technical Proposals
The evaluation committee shall evaluate the Technical Proposals on the basis of their responsiveness
to the Terms of Reference, applying the evaluation criteria, sub-criteria, and point system specified in
the Data Sheet. Each responsive Proposal will be given a technical score (St). A Proposal shall be
rejected at this stage if it does not respond to important aspects of the RFP, and particularly the Terms
of Reference or if it fails to achieve the minimum technical score indicated in the Data Sheet.

Financial Proposals for Quality Based Selection (QBS)

Following the ranking of technical Proposals, when selection is based on quality only (QBS), the first
ranked Consultant is invited to negotiate its proposal and the Contract in accordance with the
instructions given under clause 6 of these Instructions.
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Public Opening and Evaluation of Financial Proposals (only for QCBS, FBS, and LCS)

5.4

3.3

5.6

5.7

5.8

After the technical evaluation is completed, RAC shall inform the Consultants who have submitted
proposals the technical scores obtained by their Technical Proposals, and shall notify those Consultants
whose Proposals did not meet the minimum qualifying mark or were considered non responsive to the
RFP and TOR, that their Financial Proposals will be returned unopened after completing the selection
process. RAC shall simultaneously notify in writing Consultants that have secured the minimum
qualifying mark, the date, time and location for opening the Financial Proposals. The opening date
shall not be sooner than seven days after the notification date. The notification may be done by hand
with acknowledgement of receipt or be sent by registered letter, cable, telex, facsimile.

Financial Proposals shall be opened publicly in the presence of the Consultants’ representatives who
choose to attend. The name of the Consultants and the technical scores of the Consultants shall be read
aloud. The Financial Proposal of the Consultants who met the minimum qualifying mark will then be
inspected to certify that they have remained sealed and unopened. These Financial Proposals shall be
then opened, and the total prices read aloud and recorded. Consultants’ attendance at the opening of
Financial Proposals is optional.

The Evaluation Committee will correct any computational errors. When correcting computational
errors, in case of discrepancy between a partial amount and the total amount, or between word and
figures the formers will prevail. In addition to the above corrections, as indicated under para. 3.6,
activities and items described in the Technical Proposal but not priced, shall be assumed to be included
in the prices of other activities or items. In case an activity or line item is quantified in the Financial
Proposal differently from the Technical Proposal, (i) if the Time-Based form of contract has been
included in the RFP, the Evaluation Committee shall correct the quantification indicated in the
Financial Proposal so as to make it consistent with that indicated in the Technical Proposal, apply the
relevant unit price included in the Financial Proposal to the corrected quantity and correct the total
Proposal cost, (ii) if the Lump-Sum form of contract has been included in the RFP, no corrections are
applied to the Financial Proposal in this respect. Prices shall be converted to a single currency using
the selling rates of exchange, source and date indicated in the Data Sheet.

In case of QCBS, the lowest evaluated Financial Proposal (Fm) will be given the maximum financial
score (Sf) of 100 points. The financial scores (Sf) of the other Financial Proposals will be computed
as indicated in the Data Sheet. Proposals will be ranked according to their combined technical (St) and
financial (Sf) scores using the weights (T = the weight given to the Technical Proposal; P = the weight
given to the Financial Proposal; T + P = 1) indicated in the Data Sheet: S = St x T% + Sf x P%. The
Consultant achieving the highest combined technical and financial score will be invited for
negotiations.

In the case of Fixed-Budget Selection, RAC will select the Consultant that submitted the highest
ranked Technical Proposal within the budget. Proposals that exceed the indicated budget will be
rejected. In the case of the Least-Cost Selection, RAC will select the lowest proposal among those that
passed the minimum technical score. In both cases the evaluated proposal price according to para. 5.6
shall be considered, and the selected Consultant is invited for negotiations.
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Negotiations

6.1 Negotiations will be held at the date and address indicated in the Data Sheet. The invited Consultant

6.2

6.3

6.4

will, as a pre-requisite for attendance at the negotiations, certify availability of all Professional staff.
Failure in satisfying such requirements may result in RAC proceeding to negotiate with the next-
ranked Consultant. Representatives conducting negotiations on behalf of the Consultant must have
written authority to negotiate and conclude a Contract.

Technical negotiations

Negotiations will include a discussion of the Technical Proposal, the proposed technical approach and
methodology, work plan, and organization and staffing, and any suggestions made by the Consultant
to improve the Terms of Reference. RAC and the Consultants will finalize the Terms of Reference,
staffing schedule, work schedule, logistics, and reporting. These documents will then be incorporated
in the Contract as “Description of Services”. Special attention will be paid to clearly defining the inputs
and facilities required from RAC to ensure satisfactory implementation of the assignment. RAC shall
prepare minutes of negotiations which will be signed by RAC and the Consultant.

Financial negotiations

If applicable, it is the responsibility of the Consultant, before starting financial negotiations, to contact
the local tax authorities to determine the local tax amount to be paid by the Consultant under the
Contract. The financial negotiations will include a clarification (if any) of the Consultant’s tax liability
in the Republic of Rwanda, and the manner in which it will be reflected in the Contract; and will reflect
the agreed technical modifications in the cost of the services. It is mandatory for the consultants to
educate themselves about tax regimes as well as which taxes are applicable in order to incorporate
such taxes in their financial proposals before submission. Any financial proposal that is not tax
inclusive may be rejected. Taxes identified by RAC not applicable shall be removed from the financial
proposal and evaluation will only be based on applicable taxes. Consultants will provide RAC with
the information on remuneration rates described in the Appendix attached to Section 4 - Financial
Proposal - Standard Forms of this RFP. |

Availability of Professional staff/experts

Having selected the Consultant on the basis of, among other things, an evaluation of proposed
Professional staff, the RAC expects to negotiate a Contract on the basis of the Professional staff named
in the Proposal. Before contract negotiations, RAC will require assurances that the Professional staff
will be actually available. The RAC will not consider substitutions during contract negotiations unless
both parties agree that undue delay in the selection process makes such substitution unavoidable or for
reasons such as death or medical incapacity. If this is not the case and if it is established that
Professional staff were offered in the proposal without confirming their availability, the Consultant
may be disqualified. Any proposed substitute shall have equivalent or better qualifications and
experience than the original candidate and be submitted by the Consultant within the period of time
specified in the letter of invitation to negotiate.
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6.5

1.1

7.2

Conclusion of the negotiations

Negotiations will conclude with a review of the draft Contract. To complete negotiations RAC and the
Consultant will initial the agreed Contract. If negotiations fail, RAC will invite the Consultant whose
Proposal received the second highest score to negotiate a Contract.

Award of Contract

After completing negotiations, RAC shall award the Contract to the best selected Consultant, and un-
successful bidders shall have no right to appeal. After Contract signature, RAC may return the
unopened Financial Proposals to the unsuccessful Consultants upon request.

The Consultant is expected to commence the assignment on the date and at the location specified in
the Data Sheet.

Confidentiality

Information relating to evaluation of Proposals and recommendations concerning awards shall not be
disclosed to the Consultants who submitted the Proposals or to other persons not officially concerned
with the process, until the publication of the award of Contract. The undue use by any Consultant of
confidential information related to the process may result in the rejection of its Proposal and may be
subject to the sanctions under the Rwanda airports procurement manual on public procurement.
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Instructions to Consultants, Data Sheet

Paragraph
Reference

1.1

Name of the Client: Rwanda Airports Company (RAC)

Method of selection: QCBS.

1.2

Financial Proposal to be submitted together with Technical Proposal: YES

Name of the assignment is Consultancy Services to Perform a Feasibility
Study on Implementing STEM Tools and Establishing a Security
Operations Center (SOC) for Rwanda Airports Company (RAC)

1.3

A pre-proposal conference will be held: NO

The Client’s representative is: Director of Engineering and Maintenance
Is there any pre-bid conference: No

1.4

RAC will provide the following inputs and facilities: offices, internet & access
badges

1.6.1

RAC envisages the need for continuity for downstream work: to be agreed upon
during contract negotiation with the successful consultancy firm.
YES.

1.11

Proposals must remain valid for 120 days after the submission date.

2.1

Clarifications may be requested not later than 5 days before the submission date.

The address for requesting clarifications is: RWANDA AIRPORTS COMPANY/
Procurement office

City: KIGALI-RWANDA

Telephone: +250 252585555;

Facsimile number: -
Flectronic mail address:
ekaragire(@rac.co.rw.

info@rac.co.rw, copy to procurement@rac.co.rw;

3.1

Proposals shall be submitted in ENGLISH

33 (a)

Short-listed Consultants may associate with other short-listed Consultants: N/A.
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33(b) The available budget is N/A

3.4 The format of the Technical Proposal to be submitted is: N/A
3.4 (g) Training is a specific component of this assignment: N/A
3.6 Reimbursable expenses to be included in the Financial Proposal are:

(1) cost of necessary travel, including transportation of the Personnel by the most
appropriate means of transport and the most direct practicable route;

(2) cost of printing and dispatching of the reports to be produced for the Services;

(3) other allowances where applicable and provisional or fixed sums (if any);

Note that reimbursable expenses are paid upon presentation of invoices proving that
the amounts being claimed back have been actually spent by the consultant.

3.7 Amounts payable by RAC to the Consultant under the contract to be subject to
local taxation: YES

3.8 Consultant to state local cost in the national currency: YES

4.3 Consultant must submit the original and 3 copies of both the Technical Proposal
and Financial Proposal.

4.5 The Proposal submission address is RAC Front desk (Reception) ground floor

Proposals must be submitted not later than the following date and time 14t April
2026 at 10:00 Am local time

52 Criteria, sub-criteria, and point system for the evaluation of Full Technical
Proposals are:

1° General experience of the firm in the field: 0Spoints
2° Relevant experience of the consultant in similar services 20points
3° Qualifications and experience of the key personnel proposed for the mission: 60

points
4° Quality of the methodology proposed: 15 points

Total points for the four criteria: 100
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The minimum technical score St required to pass is: 70%

5.6

The single currency for price conversions is: Frw
The source of official selling rates is: BNR

The date of exchange rates is: Date of opening of the Financial Proposal

5.7

The formula for determining the financial scores is the following:

Sf=100x Fm/ F, in which Sf is the financial score, Fm is the lowest price and F'
the price of the proposal under consideration.

The weights given to the technical and Financial Proposals are:

T= 0.7 and

P= 0.3

6.1

Address for contract negotiations:
RWANDA AIRPORTS COMPANY CONFERENCE ROOM

2" Floor Kigali International Airport (passenger terminal building)
City: KIGALI-RWANDA

7.2

Expected date for commencement of consulting services: immediately after contact
signature
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Section 3. Technical Proposal

i) All the Administrative documents:

e Presentation of how the firm understands the work to be performed,

e Presentation of a description of technical approach, methodology and work
plan,

e Profile of the firm and the team composition (incl. CVs and copies of
professional certificates) that will participate to the assignment.

o Copy of the certificate of incorporation

e Copy of social security certificate (Applicable to local company)

e Copy of the tax clearance certificate (Applicable to local company)

e Bid security of 1,000,000Frw from either a bank or an insurance company
operating in Rwanda which shall be valid until 30 days after the bid’s validity
period. Any bid security issued by a foreign bank shall have a corresponding bank

operating in Rwanda for the purpose of easy enforcement

ii) Accepted References are only those ones supported by Completion and
performance certificates in regards to the similar projects;

iii) Detailed CVs of the key staff have to be attached with copies of the Degrees
and Diplomas duly signed by true owners

TECH-1 Technical Proposal Submission Form
TECH-2 Consultant’s Organization and Experience
A Consultant’s Organization

B Consultant’s Experience

TECH-3 Comments or Suggestions on the Terms of Reference and on Counterpart Staff
and Facilities to be provided by the Client
A On the Terms of Reference
B On the Counterpart Staff and Facilities

TECH-4 Description of the Approach, Methodology and Work Plan for Performing the
Assignment

TECH-5 Team Composition and Task Assignments
TECH-6 Curriculum Vitae (CV) for Proposed Professional Staff

TECH-7 Staffing Schedule
TECH-8 Work Schedule

Form TECH-1 TECHNICAL PROPOSAL SUBMISSION FORM
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[Location, Date]

To:  [Name and address of Client]

Dear Sirs:

We, the undersigned, offer to provide the consulting services for [Imsert title of
assignment] in accordance with your Request for Proposal dated [/msert Date] and our
Proposal. We are hereby submitting our Proposal, which includes this Technical Proposal, and
a Financial Proposal sealed under a separate envelope'.

We are submitting our Proposal in association with: [Insert a list with full name and
address of each associated Consultant]*

We hereby declare that all the information and statements made in this Proposal are
true and accept that any misinterpretation contained in it may lead to our disqualification.

If negotiations are held during the period of validity of the Proposal, i.e., before the
date indicated in Paragraph Reference 1.11 of the Data Sheet, we undertake to negotiate on the
basis of the proposed staff. Our Proposal is binding upon us and subject to the modifications
resulting from Contract negotiations.

We undertake, if our Proposal is accepted, to initiate the consulting services related to
the assignment not later than the date indicated in Paragraph Reference 7.2 of the Data Sheet.

We understand you are not bound to accept any Proposal you receive.
We remain,

Yours sincerely,
Authorized Signature:

Name and Title of Signatory:
Name of Consultant:

Address:

| [In case Paragraph Reference 1.2 of the Data Sheet requires to submit a Technical Proposal only, replace
this sentence with: “We are hereby submitting our Proposal, which includes this Technical Proposal only.”]

2 [Delete in case no association is foreseen.]
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1. ForM TECH-2 CONSULTANT’S ORGANIZATION AND EXPERIENCE

2. A - Consultant’s Organization

[Provide here a brief (two pages) description of the background and organization of your
Consultant/entity and each associate for this assignment. ]
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B - Consultant’s Experience

[Using the format below, provide information on each assignment for which your Consultant,

and each associate for this assignment, was

legally contracted either individually as a

corporate entity or as one of the major companies within an association, for carrying out
consulting services similar to the ones requested under this assignment.]

Location within country:

Assignment name: Approx. value of the contract (in currency: Rwanda
francs or freely convertible currency]
Country: Duration of assignment (months):

Completion date (month/year):

Name of Client: Total N2 of staff-months of the assignment:

Address: Approx. value of the services provided by your
Consultant under the contract (in currency: US3, Euro,
RWF, etc...):

Start date (month/year): Ne of professional staff-months provided by associated

Consultants:

Name of associated Consultants, if any:

Name of senior professional staff of your Consultant
involved and functions performed (indicate most
significant profiles such as Project Director/Coordinator,
Team Leader):

Narrative description of Project:

Description of actual services provided by your staff within the assignment:

Consultant’s Name: and Signature
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ForM TECH-3 COMMENTS AND SUGGESTIONS ON THE TERMS OF
REFERENCE AND ON COUNTERPART STAFF AND FACILITIES TO BE PROVIDED
BY THE CLIENT

3. A - On the Terms of Reference

[Present and justify here any modifications or improvement to the Terms of Reference you are
proposing to improve performance in carrying out the assignment (such as deleting some
activity you consider unnecessary, or adding another, or proposing a different phasing of the

activities). Such suggestions should be concise and to the point, and incorporated in your
Proposal.]
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4. B - On Counterpart Staff and Facilities

[Comment here on counterpart staff and facilities to be provided by RAC according to
Paragraph Reference 1.4 of the Data Sheet including: administrative support, office space,
local transportation, equipment, data, etc.]
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FORMTECH-4 DESCRIPTION OF APPROACH, METHODOLOGY AND WORK
PLAN FOR PERFORMING THE ASSIGNMENT
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Section 3 — Technical Proposal — Standard Forms

FORMTECH-6 CURRICULUM VITAE (CV) FOR PROPOSED PROFESSIONAL

STAFF

Proposed Position [only one candidate shall be nominated for each position]:

Name of Consultant [Insert name of Consultant proposing the staff):

Name of Staff [Insert full namel]:

Date of Birth: Nationality:

Education [Indicate college/university and other specialized education of staff member, giving names of
institutions, degrees obtained, and dates of obtainment]:

Membership of Professional Associations:

Other Training [Indicate significant training since degrees under 5 - Education were obtained]:

Countries of Work Experience: [List countries where staff has worked in the last ten years):

Languages [For each language indicate proficiency: good, fair, or poor in speaking, reading, and
writing]:

10.

Employment Record [Starting with present position, list in reverse order every employment held by
staff member since graduation, giving for each employment (see format here below): dates of employment,
name of employing organization, positions held.]:

From [Year]: To [Year]:

Employer:

Positions held:
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Section 3 — Technical Proposal — Standard Forms

11. Detailed Tasks | 12. Work Undertaken that Best Illustrates Capability to
Assigned Handle the Tasks Assigned
[Among the assignments in which the staff has been involved,
[List all tasks to be performed indicate the following information for those assignments that best
under this assignment] illustrate staff capability to handle the tasks listed under point 11.]

Name of assignment or project:

Year:

Location:

Client:

Main project features:

Positions held:

Activities performed:

13. Certification:

I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly
describes myself, my qualifications, and my experience. [ understand that any wilful
misstatement described herein may lead to my disqualification or dismissal, if engaged.

Date:
[Name and Signature of staff member or authorized representative of the staff] Day/Month/Year
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Section 4. Financial Proposal - Standard Forms

[Comments in brackets | | provide guidance to the shortlisted Consultants for the preparation
of their Financial Proposals; they should not appear on the Financial Proposals to be
submitted.]

Financial Proposal Standard Forms shall be used for the preparation of the Financial Proposal
according to the instructions provided under para. 3.6 of Section 2. Such Forms are to be
used whichever is the selection method indicated in para. 4 of the Letter of Invitation.

[The Appendix “Financial Negotiations - Breakdown of Remuneration Rates” is to be only
used for financial negotiations when Quality-Based Selection, Selection Based on

Qualifications, or Single-Source Selection method is adopted, according to the indications
provided under para. 6.3 of Section 2.]

FIN-1 Financial Proposal Submission Form
FIN-2 Summary of Costs

FIN-3 Breakdown of Costs by Activity
FIN-4 Breakdown of Remuneration

FIN-5 Reimbursable expenses

Appendix:  Financial Negotiations - Breakdown of Remuneration Rates
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7. ForM FIN-1 FINANCIAL PROPOSAL SUBMISSION FORM

[Location, Date]

To:  [Name and address of Client]

Dear Sirs:

We, the undersigned, offer to provide the consulting services for [Iusert title of
assignment] in accordance with your Request for Proposal dated [Imsert Date] and our
Technical Proposal. Our attached Financial Proposal is for the sum of [Insert amounti(s) in
words and figures']. This amount is exclusive of the local taxes, which shall be identified
during negotiations and shall be added to the above amount.

Our Financial Proposal shall be binding upon us subject to the modifications resulting
from Contract negotiations, up to expiration of the validity period of the Proposal, i.e. before
the date indicated in Paragraph Reference 1.11 of the Data Sheet.

Commissions and gratuities paid or to be paid by us to agents relating to this Proposal
and Contract execution, if we are awarded the Contract, are listed below?:

We understand you are not bound to accept any Proposal you receive.
We remain,

Yours sincerely,

Authorized Signature [In full and initials]:

Name and Title of Signatory:
Name of Consultant:

Address:

1  Amounts must coincide with the ones indicated under Total Cost of Financial proposal in Form FIN-2.
2 Ifapplicable, replace this paragraph with: “No commissions or gratuities have been or are to paid by us to
agents relating to this Proposal and Contract execution.”
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10. ForM FIN-4 BREAKDOWN OF REMUNERATION!

(This Form FIN-4 shall only be used when the Lump-Sum Form of Contract has been included
in the RFP. Information to be provided in this Form shall only be used to establish payments
to the Consultant for possible additional services requested by the Client)

—

W

Name? Position® Staff-month Rate*
Foreign Staff
[Home]
[Field)
Local Staff
[Home]
[Field]

Form FIN-4 shall be filled in for the same Professional and Support Staff listed in Form TECH-7.
Professional Staff should be indicated individually; Support Staff should be indicated per category (e.g.:
draftsmen, clerical staff).

Positions of the Professional Staff shall coincide with the ones indicated in Form TECH-5.

Indicate separately staff-month rate and currency for home and field work.
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FORM FIN-5 BREAKDOWN OF REIMBURSABLE EXPENSES

(This Form FIN-5 shall only be used when the Lump-Sum Form of Contract has been included
in the RFP. Information to be provided in this Form shall only be used to establish payments
to the Consultant for possible additional services requested by the Client)

N° Description! Unit Unit Cost?
Per diem allowances Day
International flights3 Trip
Miscellaneous travel expenses Trip

Communication costs between [[nsert
place] and [Insert place]

Drafting, reproduction of reports

Equipment, instruments, materials,
supplies, etc.

Shipment of personal effects Trip

Use of computers, software

Laboratory tests.

Subcontracts

Local transportation costs

Office rent, clerical assistance

Training of the Client’s personnel *

1 Delete items that are not applicable or add other items according to Paragraph Reference 3.6 of the Data
Sheet.

2 Indicate unit cost and currency.

Indicate route of each flight, and if the trip is one- or two-ways.

4 Only if the training is a major component of the assignment, defined as such in the TOR.

W
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FORM FIN-6 CONSULTANT’S REPRESENTATIONS REGARDING COSTS AND
CHARGES

Consulting Consultant: Country:
Assignment: Date:

We hereby confirm that:

(a) the basic salaries indicated in the attached table are taken from the Consultant’s payroll
records and reflect the current salaries of the staff members listed which have not been raised other
than within the normal annual salary increase policy as applied to all the Consultant’s staff;

(b) attached are true copies of the latest salary slips of the staff members listed;

(©) the away from headquarters allowances indicated below are those that the Consultants have
agreed to pay for this assignment to the staff members listed,;

(d) the factors listed in the attached table for social charges and overhead are based on the
Consultant’s average cost experiences for the latest three years as represented by the Consultant’s
financial statements; and

(e) said factors for overhead and social charges do not include any bonuses or other means of
profit-sharing.

[Name of Consulting Consultant]

Signature of Authorized Representative Date

Name:

Title:
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TERMS OF REFERENCE

Consultancy Services to Perform a Feasibility Study on Implementing SIEM
Tools and Establishing a Security Operations Center (SOC) for Rwanda
Airports Company (RAC)

Background and Context
Rwanda Airports Company (RAC) manages and operates airport infrastructure and related
information systems that support aviation activities, passenger processing, commercial services,
and corporate functions. RAC's technology environment includes both information technology
(IT) and operational technology (OT) systems such as network infrastructure, data centers, identity
and access management, endpoint platforms, email and collaboration tools, business applications,
surveillance/video management platforms, access control, and other airport operational systems.
Airports and critical infrastructure are increasingly targeted by cyber threats such as ransomware,
credential compromise, data exfiltration, service disruptions, and supply-chain attacks. In
response, RAC plans to enhance its detection, response, and security governance capabilities
through the potential implementation of Security Information and Event Management (SIEM)
tools and the establishment of a Security Operations Center (SOC).
RAC therefore seeks consultancy services to perform a feasibility study and develop a decision-
ready package that outlines the recommended SOC model, SIEM/SOAR approach, integration
architecture, costs, governance arrangements, and an actionable phased roadmap.
Objectives of the Assignment
1. Assess RAC's current cybersecurity maturity, monitoring capabilities, log sources, and
operational limitations.
2. Define a target SOC operating model (people, process, and technology) suitable for RAC's
size, risk profile, and operational context.
3. Recommend the most suitable SIEM (and where applicable SOAR/UEBA) approach and
architecture (cloud/on-premises/hybrid) aligned with RAC requirements.
4. Create a practical implementation roadmap with phased delivery, resourcing, governance,
and cost estimates (CAPEX/OPEX and 3-5year TCO).
5. Provide procurement-ready technical specifications and documentation to facilitate

subsequent tendering and implementation.
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Scope of Work
The consultant shall perform, at minimum, the tasks outlined below. The consultant may suggest
additional tasks that significantly enhance feasibility outcomes.

Inception and Planning
e Hold a kickoff meeting with RAC stakeholders to confirm scope, assumptions, and success

criteria.

e Review existing ICT and cybersecurity documentation, including policies, standards, risk
registers, audit findings, network diagrams, asset inventories, incident logs, BC/DR plans,
and relevant ISMS/ISO 27001 artifacts where available.

e Submit an Inception Report including methodology, work plan, stakeholder map,
interview/workshop schedule, and data request list.

Current-State Assessment
Assess RAC's current posture across IT and relevant OT/airport operational systems, including but

not limited to:
e Security governance and roles/responsibilities; escalation and decision-making.

e Existing monitoring, logging, and alerting tools; log transport and retention practices.

e Network and security architecture (segmentation, remote access, third-party connectivity,
identity infrastructure, endpoint posture).

e Incident response readiness, workflows, and historical incident patterns.

e Compliance and data protection obligations, including confidentiality requirements for
operational and passenger-related systems.

e Operational constraints (connectivity, bandwidth, power, site distribution, data residency),
and third-party/tenant environments where applicable.

Outputs:
e Current-state assessment report with prioritized gaps, risks, and constraints.

e Log source inventory with preliminary criticality and onboarding priority.

Requirements Definition
Develop business, functional, and non-functional requirements for SIEM/SOC, including:

e Prioritized detection and response use cases aligned to RAC threats and critical services.

e Log ingestion requirements: sources, formats, estimated events-per-second (EPS) and/or
GB/day, parsing/normalization, and retention tiers.

e Correlation, alerting, and reporting requirements, including management dashboards and
compliance reporting.

e Workflow and integration requirements (ticketing/ITSM, IAM, EDR/XDR, email security,
network security tools, OT monitoring gateways).

e Security, privacy, and data governance requirements (access control, segregation of duties,
auditability, and evidence handling).

e Auvailability, resilience, and disaster recovery requirements for SOC platform components.

Outputs:
e Requirements specification document and sizing assumptions (EPS/storage/retenti
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SOC Target Operating Model (TOM)
Design a practical SOC operating model for RAC, including:

SOC service scope and coverage (e.g., 8x5, 16x5, 24x7) and delineation of IT vs OT
monitoring responsibilities.

Operating model options: in-house SOC, co-managed SOC, fully managed SOC (MSSP),
and hybrid models.

Organizational structure and staffing plan (role descriptions, skills, and indicative
headcount by tier).

Process framework and playbooks: triage, incident handling, escalation, containment
coordination, communications, and post-incident review.

KPIs and SLAs (e.g., MTTD, MTTR, false positive rate, onboarding rate, use-case
coverage).

Training and capacity building plan for RAC staff.

Output:

SOC TOM document, including RACI matrix, process maps, and KPI/SLA definitions.

Technology Architecture and Tooling Options
Develop and compare SIEM and related tooling options, including:

Reference architecture options (on-premises, cloud-native, hybrid) with secure log
collection and transport design.

Integration architecture with RAC log sources (network devices, servers, endpoints,
identity platforms, email, applications, OT gateways, where applicable).

Storage, retention, and data lifecycle strategy; considerations for data residency and
privacy.

Security and resilience controls: HA, backup/restore, DR, access control, and segregation
of duties.

Tool selection criteria and an options comparison matrix; identify licensing and cost
drivers.

Outputs:

Architecture diagrams, options analysis, and a recommended approach with justification.

Financial Analysis and Feasibility
Prepare a detailed feasibility assessment for each operating model option, including:

CAPEX and OPEX estimates with a 3-5 year Total Cost of Ownership (TCO) model.
Resourcing and skills availability assessment; training and change management
implications.

Benefits assessment (risk reduction narrative, operational improvements, compliance
uplift) and assumptions.

Feasibility constraints and mitigation strategies.

Outputs:

Cost model (Excel) and feasibility report.
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Implementation Roadmap and Procurement Package
Develop a phased implementation roadmap and procurement-ready documentation:

e Phased roadmap with quick wins, milestones, dependencies, and resource plan.

o Technical specifications for SIEM/SOAR platform and associated components (collectors,
storage, integrations, dashboards, training).

e Draft Statement of Work (SOW) and recommended evaluation criteria for subsequent
implementation tendering.

e High-level Bill of Quantities (BoQ) / requirements list.

Outputs:
* Roadmap and complete procurement package suitable for tendering.

Deliverables
1. Inception Report (methodology, workplan, stakeholder engagement plan).

2. Current-State Assessment Report (findings, gaps, prioritized risks, and log source
inventory).

3. Requirements Specification (use cases, functional and non-functional requirements, sizing
assumptions).

4. SOC Target Operating Model (people/process/technology, RACI, KPIs/SLAs, playbooks
framework).

5. Architecture and Tooling Options Report (diagrams, options comparison,
recommendation).

6. Feasibility and Costing Report (CAPEX/OPEX, TCO, cost drivers, benefits, constraints).

7. Implementation Roadmap (phased plan, timelines, resources, maturity uplift).

8. Procurement Package (technical specs, BoQ/high-level requirements, draft SOW,
evaluation criteria).

9. Final Presentation to RAC senior management (decision-ready summary and
recommendations).

All deliverables shall be submitted in editable formats (MS Word/Excel/Visio) and PDF.

Duration and Level of Effort

The expected duration of the assignment is 4 months from the date the contract is signed.

The consultant shall submit a detailed schedule, including milestones, workshop dates, and review
gates, as part of the Inception Report. The work will include onsite sessions at RAC and remote
analysis as needed.

Client Inputs and Responsibilities (RAC)
RAC will provide the following to enable delivery:
e Access to relevant stakeholders (ICT, operations, finance, procurement, security, internal

audit/compliance).

* Relevant documentation (network diagrams, asset inventories, policies/procedures,
incident records, existing tool inventories).

* Read-only access to selected system logs and platforms for sizing estimation, where
permissible and approved.
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Meeting coordination and workspace during onsite sessions.

1. Consultant Qualifications and Experience: (100 points)

A) The consulting firm shall demonstrate:

General experience in developing a fit-for-purpose SOC operating model and monitoring
strategy, with vendor-neutral SIEM/SOAR expertise (including integration and sizing),
aligned with recognized frameworks (e.g., NIST CSF, ISO 27001/ISMS, SANS), and the
capability to address OT/ICS monitoring considerations where relevant. (Spoints)

Proven experience (at least 7 years) in delivering SIEM/SOC feasibility studies, design,
implementation, or advisory services, including at least two (2) similar assignments in
critical infrastructure, aviation, transportation, telecommunications, or large enterprise
environments proven by good completion certificates (10points).

B) The Consultant shall provide, at a minimum, the following key personnel for the
assignment: (60points)

1. Engagement Lead / Principal Consultant (SIEM/SOC architect).

Education: At least Bachelor’s degree in Computer Science/IT/Engineering (5points)
Experience: Minimum of 10 years of experience in cybersecurity/enterprise security
architecture, including at least 7 years in SIEM/SOC design/implementation/operations,
with 3+ engagements leading SIEM/SOC feasibility/design/implementation assignments
end-to-end

Core expertise: SOC architecture, log management strategy, SIEM sizing (EPS/GB/day),
detection engineering, SOC process design, resilience/DR for SOC platforms, and security
governance alignment (NIST CSF /ISO 27001). (10points)

Certifications: One of CISSP or CISM, plus at least one relevant SIEM/security

architecture credential. (Spoints)

2. SOC Operating Model Specialist.

Education: Bachelor’s degree in IT or Information Security (2.5points)

Experience: At least 8 years in SOC operations, incident response, or security service
management, including over 3 years designing SOC operating models (in-house, co-
managed, MSSP) and SOC governance, KPIs, and SLAs.

Core expertise: SOC tiering, RACI design, playbooks/runbooks, incident escalation
models, metrics (MTTD/MTTR), auditability/evidence handling, and integration with
ITSM. (Spoints)

Certifications: ITIL, ISO 27001 LI/LA, GCIH/GCIA or equivalent incident-
response/operations certification. (2.5points)

3. Security Engineer (log sources, integration, sizing).
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Education: Bachelor’s degree in Computer Science, IT, Networks, or a related field.
(2.5points)

Experience: At least 7 years of hands-on security engineering, including 5 years with log
onboarding and integration (agents, syslog, APIs), parser/normalization, and SIEM content
support.

Core expertise: Windows/Linux logging, AD/Entra telemetry,
firewal/VPN/IDS/IPS/WAF logs, endpoint telemetry (EDR/XDR), cloud log sources
(Azure/AWS where applicable), time synchronization/NTP, secure log transport, retention
design, and collector architecture. (5points)

Certifications: Vendor SIEM certification(s) and/or GCIA, plus network/security
certifications (e.g., CCNP Security) (2.5points)

4. Financial/Costing Specialist

Education: Degree in Finance, Accounting, Economics, or a related field; professional
qualification (e.g., CPA/ACCA). (Spoints)

Experience: At least 7 years developing ICT and cybersecurity cost models, including
over 3 years creating CAPEX/OPEX and 3- to 5-year TCO models for enterprise platforms
(licensing, compute/storage, staffing, managed services).

Core expertise: TCO cost drivers for SIEM/SOAR (ingest volume, retention, users, add-
ons), staffing cost models, managed service costs, and sensitivity —analysis
(best/expected/worst case). (Spoints)

OT security specialist.

Education: Bachelor's degree in Engineering (Electrical/Electronics/IT/Industrial). 2.5
points)

Experience: At least 8 years in OT/ICS security or industrial networking, including 2-3
projects involving OT monitoring/logging integration into SIEM/SOC and OT risk
assessments.

Core expertise: OT/ICS architectures and constraints, segmentation, remote access, OT
telemetry sources, OT security monitoring approaches, and safety/availability
considerations in critical environments such as airports, transportation, and utilities.
(5points)

Certifications: GICSP, GRID, ISA/IEC 62443 credentials, or equivalent. (2.5points)

Preferred certifications: CISSP/CISM, GIAC (GCIA/GCIH), ISO 27001 Lead
Implementer/Lead Auditor, SIEM vendor certifications.

C) Quality of the methodology proposed: (15points)

i.
ii.

iii.

Understating of the terms of reference (10points)
Detailed work plan (2.5points)
Team composition and tasks assigned (2.5points)
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Proposal Submission Requirements

Bidders shall submit:
e Technical proposal: understanding of assignment, methodology, workplan, and team
structure.

e Company profile and evidence of legal registration.
e (Vs of key experts and copies of relevant certifications.
e At least two good completion certificates for similar engagements.

Financial proposal detailing professional fees, reimbursables, taxes. Reporting and Governance
The consultant will report to RAC through a designated Project Manager. The consultant shall
provide weekly progress updates and maintain issue and risk logs. Key stage gates shall include:
inception approval, current-state validation workshop, draft feasibility review, and final
management presentation.

Confidentiality and Data Protection

The consultant must sign a non-disclosure agreement (NDA) and comply with RAC information
security policies. Any access to RAC systems or logs shall be read-only and strictly for this
assignment. No sensitive RAC data shall be stored outside approved environments without written
authorization. All working files and datasets shall be returned to RAC upon completion and
securely deleted from consultant systems.

Payment Schedule
Payments shall be linked to acceptance of deliverables.
e 20% upon approval of the Inception Report.

e 30% upon submission and acceptance of the Current-State Assessment and Requirements
Specification.

e 30% upon submission of the SOC TOM, Architecture, and Feasibility/Costing (draft)
package.

e 20% upon acceptance of final deliverables and delivery of the final presentation.

Annex A: Indicative Log Source Inventory for Airports
This indicative list supports prioritization of log onboarding and SIEM sizing. The final
onboarding scope will be confirmed during the assessment.

Category Typical Collection Method | Security Value Priority
Sources (Typical)
Identity & | Active API, agent, syslog | Credential abuse, | High
Access Directory, lateral movement,
Azure AD/Entra privileged access
ID, MFA, PAM
Network Firewalls, VPN, | Syslog, API Perimeter threats, | High
Security IDS/IPS, WAF, exfiltration
NAC indicators, and
remote access
anomalies
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Endpoints EDR/XDR, AV, | Agent, API Malware, High
Windows Event persistence,
Logs, Linux privilege
audit escalation
Email & | Email gateway, | API Phishing/BEC, High
Collaboration | Microsoft account
365/Google compromise,
Workspace, malware delivery
CASB
Servers & | Hypervisors, Agent, syslog Unauthorized High
Virtualization | critical servers, access, anomalous
and  database admin activity
audit
Applications AODB/Airport | Agent, syslog, API | Fraud, data | Medium-
apps, ERP, leakage, and | High
DMS, web apps application-layer
attacks
OT / Airport | Access control, | Syslog/APl/gateway Physical-security | Medium
Ops (where | VMS/CCTV correlation, safety-
applicable) events, building impacting
management, anomalies
baggage
interfaces
Wi-Fi & Edge | WLAN Syslog Rogue  devices, | Medium
controllers, anomalous traffic,
switches, segmentation
routers enforcement
Cloud & | Cloud logs | API Misconfigurations, | Medium-
Infrastructure (Azure/ AWS), cloud account | High
IAM, resource compromise
monitoring

Annex B: SOC Use-Case Catalog
Use cases shall be validated and prioritized based on RAC risks, crown-jewel systems, and

available telemetry.

ID Use Case Description /| Key Log | Priority
Detection Goal | Sources
UC-01 Privileged Detect AD/Entra, PAM, | High
account misuse | suspicious admin | servers
actions, new
privileged

assignments, and
abnormal logins.
UcC-02 Impossible travel | Detect unusual | Entra/IdP, VPN High
/ anomalous | authentication
sign-in patterns
indicating
credential theft.
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UC-03

Ransomware
early indicators

Detect
encryption
behaviors, mass
file
modifications,
and known IOC
hits.

EDR/XDR,
endpoints, file
Servers

High

UC-04

Data exfiltration
signals

Detect
outbound
transfers,
unusual
destinations, and
DNS tunneling.

large

Firewall, proxy,
DNS, DLP (f
any)

High

UC-05

Phishing/BEC
response

Detect
suspicious inbox
rules,
forwarding, and
risky OAuth
grants.

Email, IdP,
CASB

High

UC-06

Lateral
movement

Detect pass-the-
hash, remote
service creation,
and unusual
SMB/RDP
activity.

Windows logs,
EDR, network

High

UC-07

VPN / remote
access abuse

Detect off-hours
access, unusual
geolocation, and
multiple failures.

VPN, firewall,
IdP

Medium-High

UC-08

Critical  server
configuration
change

Detect changes
to security
settings,
services, and
scheduled tasks.

Servers,
configuration
management

Medium-High

UC-09

Web application
attacks

Detect WAF
blocks,
SQLi/XSS
attempts,  and
brute force.

WAF, web logs,
IAM

Medium

UC-10

OT/physical
security
correlation  (if
scoped)

Correlate access
control  events
with logical
access
anomalies.

Access control,
VMS, IdP

Medium
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Annex C: Deliverables Checklist and Acceptance Criteria
RAC will review deliverables against the criteria below to confirm completeness and decision-

readiness.
Deliverable Minimum Contents Acceptance Indicators
Inception Report Methodology, workplan, | Approved schedule; clear

stakeholder plan, data request
list

scope and responsibilities

points, recommended option,
next steps

Current-State Assessment Findings, gaps, log source | Validated with RAC
inventory, prioritized risks workshop; actionable gap list

Requirements & Sizing Use cases, functional/NFRs, | Traceable requirements;
EPS/storage/retention sizing assumptions
assumptions documented

SOC TOM Coverage hours, roles, RACI, | Operating model options with
processes, KPIs/SLAs, | clear recommendations
training plan

Architecture &  Tooling | Diagrams, options matrix, | Recommendation justified;

Options recommended approach, | aligns with constraints
integration plan

Feasibility & Costing CAPEX/OPEX, TCO, cost | Costs transparent;
drivers, benefits, constraints | assumptions explicit

Roadmap & Procurement | Phased roadmap, SOW, specs, Tender-ready artifacts;

Pack BoQ/high-level requirements | feasible milestones

Final Presentation Executive summary, decision | Management-ready; clear

approvals required
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Consultancy Services to Perform a Feasibility Study on Implementing SIEM
Tools and Establishing a Security Operations Center (SOC) for Rwanda
Airports Company (RAC)
by and between

Rwanda Airports Company

And

Contract number: 031/C/2025-2026/NCB/RAC
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Contract amount and CUITENCY: .....verrreneenreineennsaneens
Contract duration: ........cc.e...

Contract administrator/Manager: .....c.ccceeeeeeeces

Date of contract: ..cocecececccscaccsscscsces
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CONSULTANCY SERVICES CONTRACT

This Consultancy Services Contract Hereinafter referred to as the “Contract” is entered into by
and between Rwanda Airports Company represented by Mr HABONIMANA Charles, the
Managing Director (Hereinafter referred to as “the Client” and ................. Ltd/Cie, a .

incorporated in (Country) ..................... under the Registry number .............coeuven.....
Represented by Mt/Mrs/Ms ......vvvvveeneeneennnnnnnnn, SR N e B Ll s s issued
21 SOOI e csniiienies of the company Hereinafter referred to as the

“Consultant”

Introduction

Now therefore the parties hereby agree as follows

Article One: The object of this contract

The object of this contract is to provide RAC with the consultancy services for the
....................................... , as detailed in the terms of reference attached to this Contract as

Annex I. and constituting integral part of this contract.

Article 2: Definitions

(1) Contract means, this agreement entered into between .......... and -...... Ltd together with the
contract documents referred to in this Contract that may include any amendments thereto.

(2) Contract Documents means the documents listed under Article 4 of this contract including
any amendments thereto.

(3) Contract Price means the total price payable to the Consultant as specified in the
Contract Agreement, subject to such additions and adjustments thereto or deductions there
from, as may be made pursuant to the Contract

(4) Completion means the fulfilment of the related services by the Consultant in accordance with
the terms and conditions set forth in the Contract Documents and with the requirements of the

profession.

(5) Day means calendar day.

(6) Force Majeure shall include, without limitation: Acts of God; acts of war, terrorism or the
public enemy, strikes, lockouts or other civil disturbances, riots, hurricanes, floods, fires,
explosions or destruction from any involuntary cause of any character either similar or dissimilar
to the foregoing reasonably beyond the control of the party failing to perform. r <t

Page 56 of 67



(7) In writing means communicated in written form with proof of receipt

(8) Subcontractor means any natural person, private or government entity, or a
combination of the above, to which any part of the assignment to be performed or execution
of any part of the related services is subcontracted by the Consultant

(9) Corrupt practice means the offering, giving, receiving, or soliciting, directly or indirectly, of
anything of value to influence a civil servant or Government entity;

(10) fraudulent practice means any act or omission, including a misrepresentation, that knowingly
or recklessly misleads or attempts to mislead a civil servant to obtain a financial or other benefit or

to avoid an obligation;

(11) Collusive practice means arrangement between two or more parties designed to achieve an
improper purpose, including influencing another party or the civil servant;

(12) Coercive practice means any act intending to harm or threaten to harm directly or indirectly
persons, their works or their property to influence their participation in the procurement process or
affect its performance;

(13) Obstructive practices mean destroying, falsifying, altering or concealing of evidence material
to the investigation or making false statements to investigators deliberately in order to materially
impede investigations into allegations of a corrupt, coercive or collusive practice: and/or threatening,
harassing or intimidating any party to prevent him/her from disclosing his/her knowledge of matters
relevant to the investigation or from pursuing the investigations.

Article 3: Management of the contract

The cvveeneennnn in-charge of ........... shall ensure the management of this contract on behalf of
the Client.

Article 4: Contract Documents

The services shall be performed in accordance with the Contract Documents listed below in the
order of their priority.

This Contract

Annex I: Terms of reference

The minutes of negotiations

The Notification

The Request for proposal

The proposal, both technical and financial

oL N

Should there be any conflict or ambiguity between any of the above listed documents, priority
shall be given in the order as listed above.

Article 5: Consultant's General Responsibilities
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The Consultant shall perform its obligations under this Contract with due diligence and efficiency
and in conformity with sound professional, administrative and financial practices.

The Consultant shall act at all times so as to protect, and not be in conflict with, the interests of the
Client, and shall take all reasonable steps to keep all costs and expenses at a reasonable level.
The Consultant shall be responsible for work or services performed by its agents, servants,
employees, subcontractors and independent contractors in connection with this Contract. To this
end, and without limiting the generality of the foregoing, the Consultant shall select reliable
persons who will perform effectively and conform to the highest standards of professional, moral
and ethical conduct.

The Consultant shall respect and abide by all applicable Rwanda airports procurement manuals,
regulations and ordinances, and shall take all reasonable measures to ensure that its agents,
servants, employees, subcontractors and independent contractors do so.

The consultant shall, at all times in relation with this contract, be a liable advisor of RAC in
accordance with professional ethics;

The consultant shall not be allowed to take any decision on behalf of RAC without the latter’s
prior written consent

The consultant shall refrain from anything that may compromise his/her independence during the
performance of the assignment

Article 6: Location

The Services shall be performed at ..............cccvvvvvneinvineenenn.n. (place).

Article 7: Duties and Obligations of the Parties
7.1. The Consultant shall, among others:

Perform the duties and obligations under this Contract as specified in the Terms of reference;
Submit reports and other required deliverables in the time and conditions specified in the terms of

reference;

...............................

7.2. RAC shall:
Pay the invoices submitted by the Consultant within the time limit specified in this contract.

Provide all documentation, materials, or any necessary information in its possession required for

the good performance of the service;
Approve all required reports or give relevant recommendations within fifteen (15) days. If RAC

fails to approve or give any feedback within that period, the report shall be considered as approved;

Article 8: Deliverables and Penalty on Delayed Reports

The Consultant shall submit to RAC reports or deliverables as specified in the terms of reference on
Services rendered during the period reported on. In the event that such report or deliverable is not
timely submitted to RAC by the Consultant within the period specified in the terms of reference,

Page 58 of 67




the Consultant shall incur a penalty fee of 1% of the total of the contract price for each day of
delay until such report has been delivered to the Client. Once the maximum is reached, RAC may
terminate the contract or extend its duration until full completion. However, such extension of the
contract shall not exceed.........ccoverueuees days/month and penalties shall continue to accrue until full
completion of the contract or termination.

Article 9: Contract Price

The contract price for the consultancy SErvices is «...oceeeseee (e.g Rwandan Francs) all taxes
Inclusive. The contract price is fixed and cannot be revised during the course of the contract, or
during any extension of time thereof.

The contract price includes any fees, expenses or any other cost that the Consultant might incur in
relation with this contract and no reimbursable shall be claimed by the Consultant.

Article 10:  Billing and Payment modalities

The Consultant shall be paid upon presentation to and approval by RAC of an invoice according
to the payment periodicity specified in the terms of reference.

Each invoice shall be accompanied with a report as required in the terms of reference and approved
by the Client. No invoice shall be accepted by RAC nor delays in payment considered if the
invoice is not accompanied by such a report.

In the event of a disputed invoice, RAC shall notify the Consultant in writing of the disputed
amount within three (3) days of the invoice date, specifically identifying the reason for the dispute,
and pay all undisputed amounts owed while the dispute is under negotiation. Upon the resolution
of a disputed invoice, RAC shall pay the remaining portions, if any, of such invoice.

All payments shall be paid to the following account:

Account Holder:  .ooeeeiiniiiiiienaininnn
Account number:  ...ciiiiiiiiiiienen.
Bank Name: ....ccovveenennnsns

Notwithstanding the foregoing or anything to the contrary contained herein, the Consultant may,
in its sole discretion and with thirty (30) days prior written notice to Client, change the account to
which such payments are to be made, subject to the requirements by relevant authorities.

Article 11: Duration of the Contract

This contract is concluded for a period of ............... (...) days/months/years starting from the
date of signing of this contract by both parties, unless terminated earlier or extended by agreement
of the parties in an executed addendum to this contract.

Article 12:  Termination:
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In the event of unsatisfactory performance remedial measures shall be undertaken failure to which
termination of the Contract will be an available option to the aggrieved party in accordance with
the termination clauses under this Contract.
Subject to the relevant articles of this Contract, either party may, upon giving thirty (30) days
written notice identifying specifically the basis for such notice, terminate this Contract for breach
of a material term or condition of this Contract unless the party receiving the notice cures such
breach within such thirty (30) day period.
RAC may at any time and without assigning cause, terminate this Contract by giving at least thirty
(30) days prior written notice of termination to the Consultant. During such period, the Contract
shall remain in full force and effect and both parties shall continue to perform in accordance with
this Contract.
RAC may terminate this contract by serving a seven (7) day written notice:
i. If, in the judgment of the Client, the Consultant has engaged in fraud and
corruption, in competing for or in executing this Contract;
ii.  If the Consultant has been declared insolvent or bankrupt by a competent court.
ili. The Consultant has subcontracted this contract without informing and agreeing
with the Client;
iv.  The Consultant refuses to use the prescribed materials as expected by the Client;
v.  The Consultant fails to observe the Rwanda airports procurement manuals and rules
of Rwanda, to comply with any final decision reached as a result of court or
arbitration proceedings, or the Client’s instructions;
vi.  The Consultant demonstrates general negligence, alienation or involves himself
in some activities that dispose the Client’s rights
vii.  The Consultant fails to start the work for three (3) consecutive days from the date
of signing this contract.
The contract shall be automatically terminated when the Consultant deserts his duties.

Upon termination of this Contract, RAC shall pay to the Consultant remuneration for Services
satisfactorily performed prior to the effective date of termination, without prejudice to any remedy
available to the client.

Article 13:  Relationship

Nothing contained in this Contract shall be construed as establishing or creating between RAC and
the Consultant the relationship of master and servant, principal and agent or employer and
employee; it being understood that the Consultant is an independent contractor in relation to the
Client. No person engaged by the Consultant in connection with the performance of any obligation
under this Contract shall be regarded as an agent, servant, employee of the Client, and the
Consultant shall be solely responsible for all claims by such persons arising out of or in connection
with their engagement by the Consultant. The Consultant shall inform such persons of the

foregoing.
Article 14:  Assignment of Personnel

Other than persons specifically named in this Contract, no person shall be assigned by the
Consultant to work or perform services in connection with this Contract until after the Consultant
has notified of RAC of the identity of such proposed persons and has provided RAC with their
curricula vitae, and RAC has notified the Consultant that RAC approves of such assignments.
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Article 15: Removal and/or replacement of Personnel

Except as RAC may otherwise agree, no changes shall be made in the personnel. If for any reason
beyond the reasonable control of the Consultant, it becomes necessary to replace any of the
personnel, the Consultant shall promptly provide as a replacement a person of equivalent or better
qualifications, subject to a written approval of RAC of the proposed personnel.

If RAC (i) finds that any of the personnel has committed a criminal action or, or (ii) has reasonable
cause to be dissatisfied with the performance of any of the personnel then the Consultant shall, at
the Client’s written request specifying the grounds therefore, promptly provide as a replacement a
person with equivalent or better qualifications

Such withdrawal or replacement shall not be a cause for suspension of the Contract.

Any costs or expenses resulting from any withdrawal or replacement of persons pursuant to
paragraph a. and b. of this Article shall be borne by the Consultant, and the payment to be made
by RAC for any of the personnel provided as a replacement shall not exceed the payment which
would have been made in respect of the personnel replaced.

Article 16: Workmen's Compensation and other Insurance

The Consultant shall take out and maintain:
i.  All applicable workmen's compensation and liability insurance with respect to its agents,
servants and employees performing work or services in connection with this Contract;

ii.  Liability insurance in an appropriate amount for death, bodily injury or damage to property
arising from the operation of any vehicles, boats or airplanes or other equipment owned or
leased by the Consultant or its agents, servants, employees, subcontractors and independent
contractors performing work or services in connection with this Contract;

iii. Comprehensive general liability insurance in an appropriate amount for all claims for
death,

iv.  bodily injury or damage to property, including, but not limited to, products liability, arising
from acts performed or omissions committed by the Consultant, its agents, servants,
employees, subcontractors and independent contractors in connection with this Contract;
and

v.  Such other insurance as may be agreed upon between RAC and the Consultant.

The Consultant shall ensure that all policies of insurance referred to above, other than for
workmen's compensation, shall name RAC and, where appropriate, subcontractors and
independent contractors concerned, as additional insured parties.

Upon request by the Client, the Consultant shall provide evidence, to the reasonable satisfaction
of the Client, of the insurance referred to above and shall give RAC reasonable advance notice of
any proposed changes related to such insurance.

RAC undertakes no responsibility to provide life, health, accident, travel or any other insurance
coverage which may be necessary or desirable in respect of any persons performing services in
connection with this Contract.

Article 17: Source of Instructions

The Consultant, its agents, servants, employees, subcontractors and independent contractors, shall
neither seek nor accept instructions from any authority external to the Racin connection with the
performance of their obligations under this Contract, and shall refrain from any action which may
/WO
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adversely affect the Client. The Consultant shall take all reasonable measures to ensure that its
agents, servants, employees, subcontractors and independent contractors comply with the
provisions of this Article.

Article 18: Officials not to Benefit

The Consultant warrants that no Government official or employee has been or will be, directly or
indirectly, offered or given any inducement or benefit in connection with this Contract or the award
thereof.

Article 19: Subcontracting

The Consultant shall engage no subcontractor to perform any work or services in connection with
this Contract unless the Consultant shall have notified RAC of the identity of the proposed
subcontractor and RAC shall have notified the Consultant of its approval of the engagement of the
subcontractor. The approval by RAC of the engagement of a subcontractor shall not relieve the
Consultant of any of its obligations under this Contract or from its responsibility for the work or
services performed by the subcontractor. The terms of any subcontract shall be subject to and in
conformity with the provisions of this Contract.

Article: 20: Fraud and Corruption

If RAC determines that the Consultant, his employees, agents, subcontractors, or any other person
acting in the name or on the account of the consultant, has engaged in corrupt, fraudulent, collusive,
coercive or obstructive practices in competing for or in executing the contract, then the RAC may
after giving 15 days notice to the consultant terminate the contract.

Article 21: Assignment

The Consultant shall not assign, transfer, pledge or make other disposition of this Contract or any
part thereof or of any of the Consultant's rights, claims or obligations under this Contract except
after obtaining the prior written approval of the Client.

Article 22: Confidential Nature of Documents

All maps, drawings, photographs, mosaics, plans, manuscripts, records, reports, recommendations,
estimates, documents and all other data (referred to hereinafter in this Article as "documents")
compiled by or received by the Consultant or its agents, servants, employees, subcontractors or
independent contractors in connection with this Contract shall be the property of the Client, shall
be treated as confidential and shall be delivered only to duly authorized Client’s officials on
completion of work or services under this Contract or termination of the Contract, or as may
otherwise be required by the Client.

In no event shall the contents of such documents or any information known or made known to the
Consultant by reason of its association with RAC be made known by the Consultant or its agents,
servants, employees, subcontractors or independent contractors to any unauthorized person
without written approval of the Client.

Subject to the provisions of this Article, the Consultant may retain a copy of documents produced
by the Consultant.
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The Consultant shall take all reasonable measures to ensure that its agents, servants, employees,
subcontractors and independent contractors comply with the provisions of this Article.
The obligations in this Article do not lapse upon termination of this Contract.

Article 23: Use of Name, Emblem or Official Seal of the Client

The Consultant, its agents, servants, employees, subcontractors and independent contractors shall
not advertise or otherwise make public the fact that it is performing, or has performed, work or
services for RAC or use the name, emblem or official seal of RAC or any abbreviation of the name
of RAC in connection with its business for advertising purposes or for any other purposes. The
Consultant shall take all reasonable measures to ensure compliance with this provision by its
agents, servants, employees, subcontractors, and independent contractors. This obligation does
not lapse upon termination of the Contract.

Article 24: Copyright, Patents and Other Proprietary Rights

All intellectual property and other proprietary rights, including but not limited to patents,
copyrights and trademarks with regard to maps, drawings, photographs, mosaics, plans,
manuscripts, records, reports, recommendations, estimates, documents and other materials,
(referred to hereinafter in this Article as "materials") except pre-existing materials, publicly or
privately owned, collected or prepared in consequence of or in the course of the performance of
this Contract, shall become the sole property of Client, which shall have the sole right to publish
the same in whole or in part and to adapt and use them as may seem desirable, and to authorize all
translations and extensive quotations there from. If the Consultant incorporates in its materials
any previously published or unpublished materials, it shall obtain permission for the publication,
use and adaptation in any language free of cost to RAC from the persons in whom any existing
copyrights therein may be vested and produce evidence to RAC of such permission.

The Consultant agrees that it will forthwith disclose and assign to the RAC all discoveries,
processes, or inventions, made or conceived in whole or in part by it alone or in conjunction with
others relating to or arising out of this Contract, and the said discoveries, processes, or inventions,
shall become and remain the property of the Client, whether or not patent applications are filed
thereon.

Upon request by RAC and at its expense, the Consultant shall take all necessary steps, execute all
necessary documents and generally assist RAC in securing such proprietary rights and transferring
them to RAC in compliance with the requirements of the applicable Rwanda airports procurement
manual.

The obligations in this Article do not lapse upon termination of the Contract.

Article 25: Equipment and Materials Furnished by the Client

Equipment and materials made available to the Consultant by the Client, or purchased by the
Consultant with funds provided by the Client, shall be the property of RAC and shall be marked
accordingly. Upon termination or expiration of this Contract, the Consultant shall make available
to RAC an inventory of such equipment and materials and shall dispose of such equipment and
materials in accordance with the Client’s instructions.

Article 26 - Amendments
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No modification of or change in this Contract, waiver of any of its provisions or additional
contractual provisions shall be valid or enforceable unless previously approved in writing by the
parties to this Contract or their duly authorized representatives in the form of an amendment to
this Contract duly signed by the parties hereto.

Article 27:  Liability

The Consultant shall be liable to fully indemnify, defend and hold harmless RAC for and against
all and any losses or damages which RAC may suffer or incur (whether directly or indirectly) as a
result of the breach of this Contract by the Consultant or as a result of damages caused by the
Consultant’s employees.

Article 28:  Limitation of Liability

Neither the Consultant, nor any of its officer, director, principal, employee, its agents, servants,
employees, subcontractors or independent contractors shall be liable to RAC for any loss incurred
by RAC in connection with the matter to which this Contract relates, except a loss resulting from
the willful misconduct or gross negligence on the part the Consultant. Under no circumstances
shall the Consultant be liable to RAC for any special, incidental, indirect, punitive or consequential
loss or damage of any nature except as provided for under this Contract.

Article 29:  Approval and Consents

An approval or consent by a party under this Contract shall only be valid if in writing but shall not
relieve the other party from responsibility for complying with the requirements of this Contract
nor shall it be construed as a waiver of any rights under this Contract except as and to the extent
otherwise expressly provided in such approval or consent, or elsewhere in this Contract.

Article 30: Force Majeure

If either party is rendered unable, wholly or in part, by Force Majeure (as hereinafter defined) or
any other cause of any kind not reasonably within its control, to perform or comply with any
obligation or condition of this Contract, upon giving written notice to the other party within five
(5) days of the occurrence of the Force Majeure event, such obligation or condition and liability
therefore shall be suspended during the continuance of the inability so caused; however, such
period shall not exceed sixty (60) days from the giving of written notice. Upon expiration of the
sixty (60) days from the giving of written notice, if the event of Force Majeure has not been
overcome, this Contract may be terminated at the option of either party. The party claiming Force
Majeure shall use its persistent, good faith and commercially reasonable efforts to overcome the
event of Force Majeure. Strikes or labor trouble shall be deemed beyond the reasonable control
of the party claiming Force Majeure, and such party shall under no circumstances be required to
make any concessions or concede any demands to the party or parties causing the strike or labor
trouble.

Any period within which a Party shall, pursuant to this Contract, complete any action or task, shall
be extended for a period equal to the time during which such Party was unable to perform such
action as a result of Force Majeure.
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Article 31:  Entire Agreement and Severability

This Contract constitutes the entire agreement of the parties regarding the subject matter hereof,
and supersedes all priot agreements and understandings, both written and oral, between the parties
with respect to the subject matter hereof.

Article 32 - Good Faith

The Parties undertake to act in good faith with respect to each other's rights under this Contract
and to adopt all reasonable measures to ensure the realization of the objectives of this Contract.

Article 33:  Governing law, Dispute resolution and Language

a. Governing law
i.  “This Contract shall be governed by and construed in accordance with the law of the

Republic of Rwanda.

i,  The Parties have further agreed that if the provisions of this Contract are inconsistent with
the effective law of the Republic of Rwanda, the inconsistent provision shall be amended
and brought in conformity with the law.

ii.  Invalidity of one or more provision or articles of this Contract shall not invalidate any other
provisions or the Contract as a whole. Ifa provision is found to be invalid or contravenes
national legislation, the parties will agree on amendment of the provision and in the case of
disagreement, the matter shall be referred to the Minister of Justice/Attorney General for
legal advice. In case the matter is not resolved, it shall be submitted to the competent courts
of Rwanda for an equitable solution™.

b. Dispute Resolution

i. Amicable solution:

Any dispute or differences between the parties arising out of this Contract shall in the first instance
be settled amicably by submitting such a dispute to a panel of senior representatives of the Parties
to consider and resolve the Dispute. Each senior representative serving on such panel shall have
full authority to settle the Dispute.

ii. Litigation:
“If the parties cannot settle the dispute amicably, the matter shall be referred to national courts
of competent jurisdiction.”

¢. Language

All notices, correspondence, documentation or communications of whatsoever nature, reports
submitted or prepared under or in connection with this Contract shall be in the English language.

Article 34:  Waiver

No waiver of any provision or of any breach of this Contract shall constitute a waiver of any other
provisions or any other or further breach, and no such waiver shall be effective unless made in
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writing and signed by an authorized representative of the party to be charged with such g waiver.
Nor shall a one-time waiver of a single provision constitute 3 Pe€rmanent waiver of that party’s
rights under said provision.

Article 35: Notice

......................

......................

......................
......................

......................

- Article 36; Counterparts

Article 37: Entry into Force

This Contract comes into force on the date of its signature by both parties.
For and on behalf of Rwanda Airports Company

By:

o L MRS TN i

L T A U i

...........................

Page 66 of 67




ANNEX I: TERMS OF REFERENCE
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